Interactions among different parties within social networks are greatly dependent on trust. Therefore, trust analysis is significant for solving social network related problems such as privacy protect, and rumor tracking and containment. This paper makes advancements in the trust analysis by proposing a reliability model-based algorithm for assessing the trust level of any two parties within a social network. Particularly, a multi-level trust model with the probability distribution is proposed and a multivalued decision diagrams (MDD)-based method is suggested for assessing the trust level of two parties that may be connected through multiple indirect or direct links. These connection paths may be correlated due to sharing a common party or link. Further, the MDD-based method is extended for performing a trust sensitivity analysis with the aim to pinpoint which direct link contributes the most to the trust relationship between two non-directly connected parties within the social network. Dynamics in trust are also investigated. Examples are provided to illustrate the proposed probabilistic MDD-based method for trust and sensitivity analyses. Performance of the proposed method is evaluated through experiments and comparisons with existing trust evaluation methods.
I. INTRODUCTION
As a conception in social science, a social network uses actors and relations in the form of a graph model to indicate relationships or interactions between different actors [1] . An actor (also referred to as a party) in the social network may represent an individual, a social group, or an organization, which is represented by a node in the graph model. The direct interacting relationship between two actors is represented by a link connecting the nodes modeling the two actors in the graph. Any two actors within the same social network can be related through either a direct link (if applicable) or multiple hops along one or multiple paths.
Due to advances in computer and networking technologies, the Internet-based social networks, referred to as Online Social Networks (OSN) have emerged, which utilize the internet service to help people make friends, share information, and maintain connections with others. Examples of The associate editor coordinating the review of this manuscript and approving it for publication was Xiao Liu. OSNs include Google +, Facebook, Twitter, MySpace, and Wechat. With smart phones or portable devices becoming popular, almost one third of people have joined at least one OSN for daily communications and the global social network users reached 4.021 billion in 2018 [2] . Particularly, Instagram has nearly 800 million active users worldwide and more than 200 million Instagram patrons visit at least one merchant's homepage every day [3] . Many social activities even some business ones (e.g., recommendations, loan, rental) have been moved to the OSN platform. Very often, these activities are not conducted between acquaintances (parties connected with direct links). Therefore, the trust relation between two parties (may be considered as the reliability of the connection of the two parties) becomes the foundation of those activities. Thus, it is significant to perform the quantitative trust analysis, providing an effective guidance for performing activities through OSNs.
Trust is a complicated issue involving both psychology and sociology concepts. Trust representation model is important for trust evaluation. For the trust analysis, the trust relationship between two parties is typically characterized by a trust score or rating, which indicates how much a party trusts the other one or how reliable a party thinks the other party is. Different models are available to express the trust, including for example the discrete level model (DLM), the continuous numeric model (CNM), and the belief model (BM). The DLM is further divided into bi-level (trustworthy/reliable '1', untrustworthy/unreliable '0') [4] - [6] and multi-level [7] - [12] . Under the binary DLM, it is simple for users to rate and is easy to accumulate ratings. However, it is not adequate or accurate to represent trust as 0 or 1 in many situations. In this case, the multi-level DLM is desirable. For example, eBay uses three disjoint trust levels and Amazon uses five disjoint levels for ranking users' ratings. With more levels, users can express their opinions more accurately. However, this model only ranks trust into different discrete levels without linking to any sound computational metrics (e.g., probability distributions or quantitative trust scores). In contrast, under the CNM [13] - [19] , the trust is represented by a numeric value between 0 and 1, i.e., the probability that a party can trust the other party. The continuous model seems providing more choices in expressing the trust. However, since trust is more a subjective feeling, it is not easy for a person to express trust as a specific numeric value. With the BM, a user's subjective feeling can be considered. However, the model is only applicable to the binary trust [9] .
The trust analysis models in OSNs are usually graph-based. The trust has properties of being asymmetric, propagative and composable. Being asymmetric means that two parties usually trust each other to different extents [20] . Being propagative means that the trust relation can propagate among indirectly related parties. Being composable means that the trust levels between two parties that are connected by more than one path can be composed [21] . One challenge of the graph-based trust analysis model is path dependence caused by overlapped links or connections [22] . For example, Alice trusts David and David trusts Bob. Alice also trusts Rose who trusts David. Thus, Alice has two paths leading to Bob: (Alice, David, Bob), and (Alice, Rose, David, Bob). These two paths share one direct link (David, Bob). Some researches ignored the overlap by using only the shortest paths, i.e., (Alice, David, Bob) for trust analysis [7] [8] . In [5] , all the paths are used but without considering the dependence/overlap. In this case, the connection (David, Bob) is used twice in the trust analysis. Both ways of handling the path dependencies lead to an inaccurate trust analysis.
To address the above described limitations of the existing trust representation and analysis models, we extend the easy-to-use multi-level DLM by considering a probability distribution for different levels of a direct trust relationship. In addition, we propose a combinatorial method based on multivalued decision diagrams (MDDs) for determining the probability distribution of different trust levels between two parties, which may be connected through a direct link and/or multiple indirect links. The proposed MDD-based method can address the asymmetric, propagative and composable properties of social networks while addressing the dependencies of different connection paths automatically during the MDD model generation.
A further contribution of this work is to identify the weakest link or a link that, if being compromised, would affect a particular two-party trust relationship the most in the considered OSN. Such links are potential hazards for communicating sensitive or secure information flow between two parties. Based on the proposed MDD-based method, we perform the trust sensitivity analysis to rank the importance of direct links and thus identify the weakest one for a specific pair of parties.
The remainder of the paper is organized as follows: Section II presents related work on trust modeling and evaluation for OSNs. Section III describes basics of MDDs. Section IV presents the proposed MDD-based method for the two-party trust level evaluation and related sensitivity analysis in the social network. Section V presents illustrative example analysis results. Section VI presents performance evaluation of the proposed method. Section VII discusses an extension for considering dynamic trusts. Lastly, Section VIII gives conclusions and identifies directions of our future work.
II. RELATED WORK
As mentioned in the introduction, there exist two popular discrete trust models, binary trust with a probability distribution [11] , [13] , [16] and multiple-level trust without the probability distribution [7] . Most of the E-business websites, like eBay, Alibaba, Amazon, Yelp, adopt the multi-level trust model. In addition, the trust may not be a certain value or level because users sometimes cannot express their opinions accurately or they can change their opinions dynamically. Some researches extended the trust representation by statistical distributions. Particularly, in [9] , a subjective logic was proposed to express the uncertainty in trust and evaluate the trust probability distribution. But this method is only applicable to the binary trust model. In this paper, we extend the multi-level trust representation model with a probability distribution for considering the uncertainty in different trust levels.
Diverse methods have been suggested to assess or propagate trust in different types of networks [15] , [23] , [24] , [26] . For example, in [15] an EigenTrust rating is generated based on peers' historical performance for peer-to-peer networks. However, this method is not directly applicable to evaluating the trust in social networks because two parties within the social network may have dramatically different opinions about trustworthiness of the same party/person. In [8] , a global reputation is evaluated for each individual in the network from authoritative nodes' perspective. In [27] , the belief that a party/user may have in a statement is estimated by enumerating paths from the source node to any node; this method concatenates trust values along each path and then aggregates those path values to determine a final trust value. In [7] , a TidalTrust algorithm was suggested to infer the trust relationships using ratings on a continuous scale. It collects trust data from all referral paths having the shortest length from a source to a sink and strength above a certain threshold. The weighted average approach is then utilized to compute the overall trust value. Similarly, in [17] , only the shortest paths with trustworthiness above 0.6 are used. The threshold used in [7] , [17] can cause information loss for trust evaluation. In [11] , a trust inference model called Sunny was suggested to provide a confidence measurement based on probabilistic sampling, reducing influence of paths with longer lengths (typically lower confidence estimates). In [23] , trust propagation in mobile ad hoc networks is addressed by concatenating trust as the average of trust of each edge along a referral path. In [28] , relationship graphs are built where two nodes are linked if they rate the same party or they are rated by the same party; the trust is propagated from rated nodes to unrated ones via a predictive function. In [13] , a flow-based trust evaluation was suggested, which addresses path dependence using network flows, and models trust decay or propagation using the flow leakage associated with each node. In [10] , a matrix is used to represent the direct trust relations among users of a social network, and a breadth-first search is performed to update users' trustworthiness in an iterative manner. In [4] , a binary decision diagrams-based method [29] - [31] was proposed to evaluate the trust between two parties, but it is only applicable to the binary trust model.
In this paper, we model the trust relationship between two directly connected parties using the multi-trust level model with the probability distribution. A probabilistic combinatorial method based on MDDs is then proposed to determine the probability distribution of different trust levels between any two parties within the social network, which may be connected through multiple paths involving a direct link or multiple indirect links. The dependencies among different paths are addressed during the MDD model generation. The propagative and composable properties of the social network are addressed during the MDD model evaluation. The trust sensitivity analysis is also performed to rank the importance of direct links along paths connecting a specific pair of parties.
III. PRELIMINARY MODEL
An MDD is a combinatorial mathematical model based on Shannon's Decomposing rule, Boolean algebra, and probability theory. Each MDD consists of a set of decision (non-sink) nodes, and two sink nodes labeled 0 and 1, representing the system not being or being in a particular state, respectively [32] - [35] . Each non-sink decision node modeling a multi-state component A is labeled with a multivalued variable x A , and has multiple outgoing directed edges. In particular, the j-edge (0 ≤ j ≤ k-1) represents the assignment of the k-valued variable x A to j, and it is connected to a child node representing the multivalued logic functions F x A =j . Each non-sink node in the MDD encodes a multivalued function using the case format as
Given two MDD logical expressions G and H :
and
The operating rule for combining them into one MDD model is [33] :
The index represents the order of the multivalued variable in the input list. When applying the rules in (2), the indexes of two root nodes are compared first (x in G and y in H ). If x and y have the same index (meaning they belong to the same component), the logic operation (AND/OR) is applied to their child nodes. Otherwise, the variable with a smaller index becomes the new root node of the combined MDD, the operation is applied to the MDD with the larger index and child nodes of the root node with the smaller index. The rules are recursively applied until one of the sub-expressions becomes ''0'' or ''1''. Then Boolean algebra (1 + x = 1, 0 + x = x, 1.x = x, 0.x = 0) is applied [33] .
Based on the manipulation rules of (2), the MDD model is generated with regard to a specific system performance metric. The system performance can then be evaluated as the sum of probabilities of all disjoint paths from the root node to the target sink node. In computer implementation, the MDD can be evaluated using the recursive formula in (3).
where P m (F) represents the system performance associated with node F. The exit condition of this recursive algorithm is: if F = 1, then P m (F) = 1; if F = 0, then P m (F) = 0. When F is the root node of the entire system MDD model, P m (F) gives the final performance metric of the system.
IV. TWO-PARTY MULTI-LEVEL TRUST AND SENSITIVITY ANALYSIS
In this work, a social network is represented using a probabilistic directed graph G(V , E). It contains a set V of nodes (parties) and a set E of direct links between parties with a direct trust relationship. 
A. MULTI-LEVEL TRUST REPRESENTATION
In this work, each direct link can assume multiple trust levels characterized by a specific probability distribution. Specifically, assume the trust of connection A has k levels, ranging from the lowest level 0 (totally distrust) to the highest trust level k-1. The probability of A occupying level i is represented by r Ai (i = 0, . . . k − 1). Figure 1 shows the MDD representation of connection A with k levels. r Ai is the trust score or probability of each branch from A in the MDD model.
Based on the trust representation for each connection/link in the social network, we define the trust level for a connection path from a source node/party S to sink node T as well as the overall trust level from S to T , which may be connected through multiple (correlated) paths.
Definition 1 (Path Trust Level and Trust Score): The trust level of path i is j (j = 0, 1, . . . k − 1) if at least one link on the path has trust level j and no other links on this path have trust levels lower than j. The trust score of path i at level j is the product of trust scores of all the links appearing on the path, which is denoted as R ij .
Note that the multiplicative concatenation rule [36] is applied to define the trust score for a path in this work.
For example, consider a connection path 1 from S to T that is composed of two links (e 1 and e 2 ), each having three trust levels. The trust score of this path at levels 0, 1 and 2 are calculated as: R 10 = r 10 .r 20 + r 10 .r 21 + r 10 .r 22 + r 11 .r 20 + r 12 .r 20 R 11 = r 11 .r 21 + r 11 .r 22 + r 12 .r 21 R 12 = r 12 .r 22 Definition 2 (Trust Level Between S and T ): S trusts T at level j (j = 0, 1, . . . k − 1) if there is at least one path from S to T with trust level j and no other paths from S to T have trust levels higher than level j.
B. MULTI-LEVEL TRUST EVALUATION
Let Trust (S, T , j) represent the overall trust score at level j from S to T in social network G. Trust (S, T , j) is evaluated using the MDD-based method as follows:
Step 1): Order direct links of a social network G using an ordering heuristic. Examples of heuristics can be found in [32] , [33] .
In this work, the ordering strategy based on the queue data structure and depth-first search of the social network graph is adopted [37] : Starting from the source node S, the graph is traversed to search a path toward the sink node T . Add all links appearing on the traversed path to the queue and then jump back to the sink node to search for an alternative path.
The procedure is repeated until all of the links in G are included in the queue.
Step 2): Using the ordering generated in Step 1, generate the MDD model for level j from the social network G using the following procedure. a) Starting from the source node S, traverse the graph to search all the communication paths to the sink node T . b) Generate the MDD of a specific trust level j for each path by performing logic AND operation on all variables of links appearing on the path according to Definition 1; c) Generate the final MDD model of a specific trust level j from S to T by performing logic operations on path MDDs generated in b) according to Definition 2. Both the logic AND and OR operations involved in this step follow the rules presented in formula (2) .
Step 3): Evaluate Trust (S, T , j ) recursively from the MDD generated in Step 2 according to (3) . Trust(S, T, j) can also be calculated as the sum of trust score of all disjoint paths from the root node of the MDD to sink node ''1''.
C. TRUST SENSITIVITY ANALYSIS
Various importance measures have been suggested for sensitivity analysis in the context of fault tree reliability analysis [38] , [39] . Among these measures, Birnbaum's measure in [39] is the most classic one and has been extended for multi-state components [40] . The formula (4) illustrates the Birnbaum measure of a k-state component i, denoted by MI BM i .
where k is the number of states for component i, x i is a multivalued state variable associated with i. ϕ (x) is the system structure function, d is the required system demand, thus P (ϕ (x) < d) represents the system unreliability. We adapt the measure in (4) to calculate the importance or sensitivity of a direct link e i in the social network with respect to trust level d from S to T as
Trust(S, T, d) in (5) can be evaluated using the MDD-based algorithm described in Section IV.B. Trust (S, T , d) |x i = j (0 ≤ j ≤ k − 1) in (5) represents the conditional trust score for level d from S to T given that the direct link i assumes trust level j. This conditional trust score can be evaluated by evaluating the MDD model generated for level d from S to T with r ij = 1 and r im = 0 (0 ≤ m ≤ k − 1, m = j) set for trust scores of branches from node i.
D. ALGORITHM COMPLEXITY
From [41] , the algorithm space complexity for an MDD generated for a social network with k trust levels and n links is O(k n /n). The complexity of evaluating Trust (S, T , j ) is VOLUME 7, 2019 linear to the size of the MDD model. For a relatively stable social network, the generation of MDD can be processed offline. Even there are some new nodes and edges joining in, the MDD model can be changed incrementally. Moreover, once the MDD model is generated for a social network trust relationship, it can be reused for trust analysis with different trust parameter values.
V. EXAMPLES
Consider a social network illustrated in Figure 2 , which involves 4 nodes/parties and 4 direct links.
For the simplicity of illustration, we assume that trust distribution is identical in both directions of a direct relationship. Thus, the graph model of the example social network can be simplified to an undirected graph. Assume all links have 3 trust levels. The trust score distribution of every link is showed in Table 1 .
Following the three-step method in Section IV.B, we order the links first. Applying the variable ordering strategy depicted in Step 1 to the example network in Figure 2 , we obtain the order of e 1 < e 2 < e 3 < e 4 .
In Step 2, two connection paths from S to T in Figure 2 are identified: P 1 = {e 1 , e 2 } and P 2 = {e 3 , e 4 , e 2 }. We take Trust(S, T , 1) as an example to illustrate the MDD generating process and trust score calculation.
According to definition 2, several combinations of these two paths with different trust levels can lead to trust level 1 of S to T in the example network, represented by Trust(S, T , 1) = R 11 . R 20 + R 11 . R 21 + R 21 . To generate the MDD model M ij , definition 1 is used. Consider M 11 as an example. The following combinations of links e 1 and e 2 can lead to path P 1 occupying trust level 1: 1) e 1 is at trust level 1 while e 2 is at trust level 1 or 2 (represented by the MDDs in Figure 3 ); and 2) e 2 is at trust level 1 while e 1 is at trust level 1 or 2 (represented by the MDDs in Figure 4 ). The MDD of the first combination is obtained by performing logic AND operation to MDDs of Figure 3 (a) and Figure 3(b) , which is showed as Figure 5(a) . Similarly, the MDD of the second combination is obtained by performing logic AND operation to MDDs of Figure 4 (a) and Figure 4(b) , which is showed as Figure 5(b) . Finally, the MDD for path P 1 occupying trust level 1 (M 11 ) can be obtained by performing logic OR operation to MDDs of Figure 5 (a) and Figure 5(b) , which is showed in Figure 6 (a). Figure 6 (b) illustrates the compact MDD after merging identical sink nodes.
Applying the same path MDD generation method, M 10 , M 20 and M 21 can be generated as shown in Figure 7 . For the example parameter settings in Table 1 , the trust score of level 0 for e 3 and scores of level 0 and level 1 for e 4 are ZERO (0), and edges/branches modeling these levels are denoted by dotted line meaning the probabilities associated with them are 0. The final MDD for trust level 1 from S to T can be obtained by the combination of logic OR and AND operations defined in the following expression: Trust(S, T , 2) = r 12 .r 22 + (1 − r 12 ).r 22 .r 32 .r 42 Based on the trust score distribution in Table 1 , we obtain the trust score of different levels from S to T as Trust(S, T , 0) = 0.2; Trust(S, T , 1) = 0.608; Trust(S, T , 2) = 0.192.
Based on eq. (5) and the evaluation method in Section IV.C, the importance value of every link with respect to each trust level d = 0, 1, 2 from S to T is calculated. The sensitivity analysis results are summarized in Table 2 . Note that when applying formula (5) to calculate the importance of link 3, because the trust score for level 0 of link 3 is ZERO, the j index in (5) can only assume values of 1 and 2. Similarly, because the trust scores for level 0 and level 1 of link 4 are both ZERO, the j index in (5) can only assume value of 2 for calculating the importance value of link 4.
Regarding contribution to trust level 0 from S to T , the importance of link 1, link 3 and link 4 are all 0, implying that only direct link 2 contributes to making S distrust T but link 1, link 3 and link 4 make no contribution at all to the distrust. The reason is that link 3 and link 4 both have 0 trust score in level 0, thus they cannot make any contribution to trust level 0 of any path containing them, and further trust level 0 from S to T . Hence, path 2 = {e 3 , e 4 , e 2 } can occupy trust level 0 only when link 2 is at level 0. While link 2 occupies level 0, path 1 will occupy level 0 regardless of the level of link 1 on this path. Therefore, link 1 also does not contribute to trust level 0 from S to T . Regarding contribution to trust level 1 and level 2 from S to T , link 2 is the most important one, while links 4 is the least important one.
VI. EXPERIMENT
The performance of the proposed MDD-based trust analysis method is evaluated through experiments. The social networks used in the empirical study are generated using the dataset Advogato [42] . Three different levels of certifications are possible in Advogato, corresponding to three different edge weights: apprentice (0.6), journeyer (0.8) and master (1.0). So it is suitable for both DLM and CNM.
Specifically, to generate the tested social networks, a trustor is selected randomly first in Advogato. We then construct two subgraphs respectively with 1000 nodes and 1500 nodes, containing the selected trustor and its friends within 6 hops. Based on these two subgraphs, we delete edges randomly to get more subgraphs with different densities. The performance presented is the average performance of trust calculation between the trustor and all the other users in the subgraph.
All the experiments are implemented by python 2.7 running on a computer with Intel CORE i7-4770 3.4 GHz CPU, 8G memory and 1T HDD. The y axis is the MDD generation time. It can be observed that the higher the network density, the longer the MDD generation time. Also, the MDD generation time is longer for networks with more nodes. The reason is that the MDD generation involves finding all the paths between the two parties. When there are more nodes or more edges in the network, the number of paths between two parties will more likely increase, leading to longer MDD generation time.
As discussed in Section IV.D, the MDD evaluation complexity is linear to the size of the MDD model generated. Figure 12 shows the MDD evaluation time for networks with different densities, in comparison to two existing methods Peer-trust and EigenTrust. It can be observed that the model evaluation time under the proposed method is smaller than that under Peer-trust and EigenTrust, and increases much more slowly than the existing methods as the network density increases.
B. ACCURACY
The accuracy of the MDD-based method is compared with that of two typical algorithms EigenTrust [15] and Peertrust [43] , which output trust rank and trust value respectively.
For the trust rank evaluation, the accuracy is measured by the proportion of successful rank predictions. Figure 13 shows the accuracy result of the proposed method and the EigenTrust method. It can be observed that as the network density increases, the prediction accuracy increases under both methods; the proposed method performs better than the EigenTrust method. Figure 14 shows the accuracy comparison between the proposed method and Peer-trust. MAPE (mean absolute percentage error) is used to evaluate the accuracy.
From the result, our algorithm has a good performance on both discrete and numeric trust prediction.
VII. EXTENSION AND DISCUSSION
In reality, the trustworthiness is not fixed all the time; it can change when certain events happen. Some research efforts have been dedicated to studying dynamic trusts [44] , [45] . For example, based on characteristics of dynamic trust (e.g., growing slower, declining faster), six different types of dynamic trusts were identified in [44] including blindly positive, blindly negative, slow positive but fast negative, balanced slow, balanced fast, and slow negative but fast positive. The existing works on dynamic trusts however assume binary trust models. In this section we model dynamic trusts based on the SinAlpha model in [45] under the multi-level trust model.
Consider link i with k trust levels. When link i receives a new vote/rating related to its trust level j, its trust score r ij should be updated, particularly, increased. Thus, trust scores for other levels different from j, i.e., r im (m! = j) should be updated correspondingly based on certain rules. Next we adapt the SinAlpha model for updating trust scores.
Formula (6) shows the SinAlpha model, which is used to simulate the trustworthiness changes under the binary trust model:
where δ = 0.5, α ranges from 3π /2 to 5π /2 and the initial value of α is α 0 = 3π 2 , ω represents the pace of trust growth, and λ is a parameter representing the incremental step (used to differentiate effects of different ratings). Table 3 illustrates how the trust scores are updated under the SinAlpha model when a rating/vote is received for each trust level of an example link with three trust levels. r i2 in Table 3 represents the absolute value of difference of r i2 between before and after rating is received. According to the rules of ''trust growing slower, declining faster'' and ''slow negative but fast positive'', if a rating/vote received is for level 2, then r i2 is increased by increasing α by ω based on (6) . When a rating received is for level 1,r i2 is decreased by decreasing α by ω based on (6) . When a rating received is for level 0,r i2 is decreased by decreasing α by 1.5ω based on (6) . Correspondingly, r i0 and r i1 should be updated so that the total change of them is the same as r i2 . In other words, the updates should guarantee that the sum of the three trust scores is always 1: r i0 + r i1 + r i2 = 1. The changes of r i0 and r i1 depend on their closeness to level 2. Specifically, as level 1 closer to level 2 than level 0, the change in r i0 will be greater than the change in r i1 . As an illustrative example, 0.8 * r i2 is used for updating r i0 while 0.2 * r i2 is used for updating r i1 . Under the updating rule in Table 3 , the change in r i2 is always more than that in r i0 and r i1 , implying that any rating received (regardless of the level for which the rating is received) will impact the trust score of the highest level the most.
Depending on the specific social network applications, the updating rules can be different. As another illustrative example, Table 4 shows an updating method based on the number of ratings/votes (n) received for a specific trust level. Specifically, with trust scores of link i r i0 , r i1 , r i2 after receiving n-1 ratings, the formula in Table 4 determines the new trust score after receiving the nth rating.
Take the trust scores in Table 1 as the trust scores after receiving 9 ratings/votes. Assume three more votes are received in sequential, the first one received is for level 2, the second one and the third one are for level 0 and level 1 respectively. Based on the updating method in Table 4 , Table 5 , Table 6 and Table 7 show the updated trust scores after each rating is received in a consecutive manner.
Based on the updated trust scores of the direct links in the example social network in Table 7 , applying the evaluation method in Section IV, the overall trust scores of level 0, level 1 and level 2 from S to T are obtained as Trust(S, T , 0) = 0.233; Trust(S, T , 1) = 0.628; Trust(S, T , 2) = 0.138. Comparing these results with ones obtained in Section V, the trust score of level 2 has the biggest change. In other words, these three ratings/votes affect level 2 the most.
Based on the updated trust score, Table 8 shows the updated importance values of each link. The results show that, e 2 is the most important link for all the trust levels between S and T , while e 4 contributes the least to both trust level 1 and trust level 2 between the two parties. As compared to the importance values calculated in Section V, the relative importance rankings of the links have changed due to the dynamic trusts.
VIII. CONCLUSION AND FUTRUE WORK
In this paper, we propose an MDD-based algorithm for the multi-level trust evaluation in a social network. The method is further extended to perform a trust sensitivity analysis, which helps identify which direct link(s) in the social network contributes the most to a particular two-party trust relationship. Dynamic trusts are also addressed in this model. As demonstrated through the analysis of the examples, the dynamics in link trust scores can impact relative importance rankings of direct links with respect to a particular two-party relationship.
One of our future works is to implement the proposed method and perform the trust evaluation and sensitivity analysis of large-scale social networks. Based on the work in [38] , [39] , we are also interested in investigating other importance measures for trust sensitivity analysis, including for example, Multistate Risk Achievement Worth, Multistate Risk Reduction Worth, and Multistate Fussell-Vesely, and compare their effectiveness and performance for different social network scenarios. In addition, the trust relations among different people may be dependent, e.g., due to the occurrence of some external social events. Hence, we will also investigate the link correlations in the trust and sensitivity analysis.
